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B HacToswee BpeMsA HEBO3MOXKHO 0bonTuch 6e3 naponen pabotas ¢ KomnbioTEPOM (HOYTOYKOM,
naaHWeToM, MOBUNbHLIM TenedoHoM). CaMm YyCTPOMCTBa NMPOCAT Naposn, NPUIOXKEHNSA U CalThbI
TOXXe NPOCSAT Naposn. No3ToMy HY)XHO YMEeTb NMpaBusibHO paboTaTb ¢ Nnaponsmu. O6 3ToM a 1
XOTeJl HEMHOIO pacckasaTb.
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Hepelko BCTpeYyaeTcss MHeHMe, YTO 3JI0YMbILLJIEHHUKM NPUCMaTpUBaloT cebe xepTBy cpeaun
6oraTbiX NN 3HAMEHUTLIX, a 06bIYHOMY YenoBeky 1 60sITbCA Hevero. To He Tak. [MonyyeHne
KOHTPOJIS HAZl YCTPONCTBOM MoJib30BaTens — ntobbiM, 0T MOBUALHOIrO TenegoHa A0 MOLLHOIo
NUrpPOBOro KOMMbOTEPA — TOXKE BroJiHe cebe uenb 3/10yMbllLIEHHMKOB. B nocneactsum ms
B3JIOMAHHbIX 1 NOAKOHTPOJIbHbIX YCTPONCTB MOryT OblTb OpraHn3oBaHbl ceTu (UM 60THETHI),
KOTOpble MoMOoratoT NPecTynHMKaM OCyLLEeCTB/IATL CBOIO HE3aKOHHY0 AesiTesIbHOCTb. [ToMUMo
3TOro faXke Ha camoro 6eHOro YenoBeka MoOXXHO 0POPMUTL KpeauT B MHTEpHeT BaHke nnn
MOBUSIBHOM MPUNOXKEHWN, YTO BABOMHE 06MOHO — OeHer He 6bl1o, Tak Tenepb ewé N Oo/KeH
6aHKy. B Halle BpeMsi 04eHb BaXKHbIM PECYPCOM sBAAOTCA Focycnyrn, A0CTyN K AaHHbIM ftoboro
4yesloBEKa CO CTOPOHbI 3/I0YMbILUJIEHHUKA MOXXET MPUBECTU K O4EeHb NeYvasibHbIM NOCNeACTBUSAM.
EcTb 1 Apyrue npuymnHbl, No KOTOPbIM MOTYT ObITb B3JIOMaHbl YCTPONCTBA W YYETHbIE 3anncK
CcaMbIxX 06bI4YHbIX NONb30BaTEsNEN, HAYMHas OoT 6baHaNbHOro 6anoBcTBa. MoO3TOMY He CTOUT
NnoaAaBaTbCs 3TOMY MUQY.
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Mo CyTwn 3TO BapuaHT Npeabiaylero 9 HAKOMY He Hy>KeH. MpeanonaraeTcs, YTo pa3 CKpbIBaTb
HeYero, To N He Hy>KeH HUKOMY. DTO TOXX€ He BCerga Tak, Y rnoJjib3oBaTens MoryT 6biTb MOXULLEHbI
NN CKOMWPOBAHbI KaKMe-TO YyBCTBUTEJIbHbIE AaHHbIE U NPEeANPUHSATbLI NOMbITKY WaHTa)a Uin
BbIMOraTesibCTBaA. Hy 1 oCTasibHble MPUYUHbLI OMMUCAHHbIE B NpeablayLieM pa3ese ToXKe UMetT
MecTOo ObITb. He cTOUT nNoanaBaTbCa MbIC/IA, YTO Pa3 HEYEro CKpbiBaTh, TO He ByAyT B3/laMblBaTh.
PaHo unn no3nHo bynyT.
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BoNbLWNHCTBO OLWINOOK NPU MCMOIb30BaHUM NapoJsiel Tak UK MHaYve CBA3aHbl C Mugamn nnbo
HeCo3HaTeNbHOCTbIO Ntoael. OYeHb YacTo COBEPLUAETCS Cpa3y HECKOJIbKO owmnbok npu paboTe C
napossiMu.
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Maponn Hanogobue 1234, 12345, Passwordl, Pa$$word, 4321 n T.n. Ux nerko 3anomMHnUTb. Ho nx
NIerko B3710MaThb UK NogobpaTh. Y 3/10yMbILLUIEHHUKOB Y>XK€ AAaBHO eCTb 6a3bl TaKMX NPOCTbIX
naponen. UmeHHo no aTnum Ba3zam NbiTaloTCsa NoAbMpaTb Naposn B NMepByto odepeb. Taku Naponun
NCMNoJIb30BaTb HEJb34.
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Cioga MOXKHO OTHecTu ntobblie Napoan, KOTOpble Tak UIN MHAYe CBSA3aHbl C IMYHOW XXU3HbIO — UMS,
hamMnnnga, KNNYKN XMBOTHBbIX, YINLLA, HOMEpP KBapTupsbl, ntobumas nrpa un 1.n. O6bI4HO
NCNONIb30BaHMe TaKMX NapoJien CBSA3aHO C TEM, YTO YesloBeKY TPYAHO 3anoMuHaTb 6onbLioe
KOJINYECTBO Maposier, BOT OH U MPUAYMbIBAET, KaK yNpoCTUTb cebe XUn3Hb. N5 yCNoXKXHEHNS
MbITAlOTCS NCMOb30BaTb TPAHCAMUT (3aMeHa pyCcCcKnx 6yKB aHMIMNCKUMUN), pa3HbIn peructp Bykas,
nobasneHve ungp nam CMMBOJIOB B Havasle Uaun B KOHLEe C1oBa. HO fa)ke B TaKOM «3alULWEHHOM»
BUAE NApOJib ABNAETCA HECTONKMUM N MOXKET A0BOJIbHO BbICTpO 6bITh NogobpaH, T.K. y
3JI0YMbILLUNEHHNKOB €CTb CreunasibHble MporpaMMbl, KOTOPbIE FEHEPUPYIOT BO3MOXXHbIE MAapoaM Ha
OCHOBE JINYHbIX AAaHHbIX. DTO 0O4eHb yNpoLlaeT B3/IOM aKKayHTa.
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HekoTopble Nosib30BaTeNM MOHMMAOT ONACHOCTbL NPOCTbLIX Maposier Nan Nnaposien Ha OCHoBe
JINYHBIX OaHHbIX. [M03TOMYy NpuayMmbiBatoT cebe 0aNH NN HECKOJIbKO MapoJier U UCMONb3YT UX Ha
pa3HbIX canTax. Ecnm naposb 4OCTAaTOYHO C/I0XKHbINA, TO MoaobpaTbh ero 4eNCTBUTENILHO C/IOXKHO.
Ho ecnn Takon naponb nogobpaH nnm 6bin ykpaaeH 13 6a3bl Naposien Kakoro-To caTa, To BCe
aKKayHTbl N0JIb30BaTENA HAaX0AATCS Nog Yrpo30M.
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O4yeHb NonynspHas owmnbKa, KOrga CNoXKHbIE MAaposIN 3aNUCbIBAOTCA Ha IMCTOYeEK (K
NPUKPENAATCA K MOHUTOPY), B TeTpaaKy nan B 06bl4HbIA han. PaHO nam no3gHO Takon naposib
MOXXeT CTaTb U3BECTEH 3J/I0YMbILLUJIEHHUKY, KOTOPbIM MOXXET OKa3aTbCA Cocel, CaHTEXHUK, Kypbep,
Bpay 1 T.4. Henb3a XxpaHUTb Napo/ib B OTKPbLITOM BUAE U B NErKOM AOCTyne.

EcTb n gpyrmne owmnbkn npu pabote ¢ maponsimm, HO 3TN CaMble PaclNpPOCTPaHEHHbIE. He CToOUT nX
NoBTOPATb. Mbl pa3obpanu caMmblie NonynspHblie OWNOKN U MUGbI, CBSI3aHHbIE C MAPOJIIMU, CaMoe
BpeMS Tenepb y3HaTb, KakK e npaBuibHO paboTaTb C naponsaMm n He cioMaTb cebe ronosy.
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O4eBMAHO, 4TO NAPON OOJIKHbI ObITb CIOXKHBLIMY (60/IbLLIOE KONIMYECTBO CMMBOIOB, OYKBbI B
Pa3HOM perucTpe, umdpbl, cneymasibHble CUMBOJIbI), XXeslaTesIbHO C/ly4aHbIMU (OKa3biBaeTCA
4yesioBEK He MOXKeT ChopMUpPOoBaTb CJyHarHble Naposn) N ewwé pasHbIMN 019 Ka)K40oN YY4ETHOMN
3anncun. Kak »xe BbiTb, €C/In cenyvac CTO/IbKO CAalTOB N NPUNOXXEHU TpebyloT Naponn — OeCATKU
CJIOXKHbIX MapoJsiei CJI0OXKHO NPUAYMaTb, @ 3aNOMHUTb M BOBCE KaXXeTCs HepeasibHbIM?
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MpaBuabHO UCMONb30BaTb MeHeO )Kep naponen. ITo cneumnanbHasa NnporpaMma, KotTopas noMmoraeT
4yesioBeKY 3anoMMHaTb N NPUAYMbIBaTb Naposn. MeHen )XepoB napoJsien CcyLecTByeT 4OBOJIbHO
MHOI0, MOXKHO NMo4YnTaTb 0630pbl B ceTu 1 BbibpaTb cebe noaxoasawmin. CyLLeCcTBYOT MeHea Xepbl
naposien B cCoCTaBe ornepaunoHHON cucTembl (Hanpmumep, aaa macOS n i0S), cywecTByoT
OTAeNbHble peleHns, ecTb NiaTHble N 6ecnnaTHble, eCTb HaAéXXHble U He 04eHb. MeHen Xepy
napoJsien HY>KHO O0BEPATb, €CJ/IN €CTb COMHEHUS B €ro HafAEXXHOCTU, TO N0JIb30BaTbCA UM Hesb34.

S nonb3yoCb MeHeaXXepoM naponen Bitwarden co cBonM cepBepoM naposen. MHe Takoe pelleHne
BUANTCA YAOOHBLIM N HaAEéXXHbIM — aBTOPUTETHLIN pa3paboTynk, paboTa Ha BCEX HY)XXHbIX MHE
HACTOJIbHbIX N MOBUNbHLIX NNaTdopMax, COBCTBEHHbIN CEPBEP AJIA XPAHEHNS NAPOSIEN.

Mpu ncnonb3oBaHUN MeHed>Xepa Naposiel MOXXHO He 3arnoMuHaTb 6ONbLUYIO YacTb Maposien, Ho
HECKOJIbKO naposien Hy>XHO oba3aTeslbHO 3aNOMHUTb — KakK MUHMMYM MapoJib OT CUCTEMbI
(koMnbloTEpa NN MOBUMIBHOrO YCTPONCTBA) M MapoJsib OT CaMOro NaposIbHOr0 MeHea)Xepa. Takxxe
MOXXeT BbITb NoTpebyeTCs 3aNOMHUTL Naposib OT 3alNPPOBAHHOIO ANCKa. BCé 3aBucuT oT
cTeneHn napaHonn. Ba>kHo, 4ToObl 3TO ObINIM pa3Hble Naponu.

PP00? P00V 2007 20707077

Yem gnmHHee naposb, 4em 6onblue pa3HbiX CMMBOJIOB U U3 pa3HoOro Habopa (bykBbl B pa3HOM
peructpe, undpsbl, CNeUCUMBOJIbI) NCNoNb3lyeTcs, Yem bonee cnyyanHbiM 06pa3om chopMmMpoBaH
naposib, TeM ny4ywe. K cHyacTbto 60NbLIMHCTBO MEHEAXKEPOB MapoJsien npeasiarato cqoopmMmmpoBaTb
napoJsib aBTOMaTUYECKN. DTO O4EHb Ba)KHas 1 nonesHasa hyHKLUUS.

B ceTun ecTb pa3Horo poga Tabnanubl, B KOTOPbIX CPAaBHMBAETCH CTOMKOCTb (HaAéXXHOCTb) Maposis B
3aBMCUMOCTM OT ero AJINHbI U UCNoJsib3yemoro Habopa cnmBosioB. Hanpumep, naponib AAvHON 6
CUMBOJIOB, COCTOSALLMN 13 N0ObIX AOCTYMNHbIX 3HAKOB, B3/laMblBAa€TCA NPAKTUYECKN MOMEHTaIbHO.
Ins B3/710Ma Napons U3 AecatTn Takux cumeonos notpebyerca 5 mecsua. Maponb 13 13 Tonbko
CTPOYHbIX U 3arnaBHbix 6ykB noabupaetcsa 3a 1000 neT. Boirnagnt yxe 6onee HanéxxHo. Ho Hago
YYMTbIBaTb, YTO 3TW AaHHbIE MOTYT yCTapeBaTb, T.K. TeXHUKK nepebopa naponen
yCOBEPLUEHCTBYIOTCA, Kak 1 0bopyaoBaHMe, KOTOPOEe NCNO0b3YeTCsa A B3/IOMa.


https://kb.fallback.ru/books/programmnoe-obespecenie/page/menedzer-parolei-bitwarden

Haoé>XHbIn Naposb 3TO Naposib 0T 12 CUMBOJIOM Pa3HOro Tuna, Ho Jayywe bonblie. K coXxaneHuto
He BCe CalTbl NPUHMMAIOT Maposn 60sbLION ONVHBLI U C Nto6bIMK CMMBONaMn. B Takom cny4vae
npnaéTcsa noacTpamBaThCs.
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ANbTepHaTMBOW NaposIto MOXKET ObiTb NaposibHaa pasa. 9To Habop HeCBA3aHHbLIX APYr C APYrOM
cnoB (13 cnoBaps peakux cnos). N8 yCNoXXHEeHUs cnoBa MoryT ObiTb pa3feneHbl CreucrMmBoiaMu,
Ha4YMHaTbCS C 3arsiaBHOM BYKBbI U coaep>XaTb UMdpbl. Takasa NnaposbHasa hpa3a ropasao nerye
3anomMmnHaeTcs. AnnHa dpasbl N3 5-6 CNOB CHNTAETCS AOBOJIbHO HAAEXKHON.
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NMoMMMO C/lyHalHOro Naposisi MOXXHO CUJIbHO 3aTPYAHUTb XXU3Hb 3/10YMbILUEHHUKAM, eC/n
MCMNOJIb30BaTb CJlyYalHble IOrNHbI. 9TO 0cobeHHo yaobHO TaM, rae JIOrnH NCMOoJib3yeTcs TONIbKO
Ansa Bxona.

B kayecTBe pe3tome. Hago 3anoMHUTL ABa HaOEXHbIX Napons (Ui npoLlie ABe NaposibHble
¢pasbl) OT KOMMbIOTEPA U OT MeHed )Kepa Naposien. TN Naponn obsizaTeNbHO Aep)XaTb B CEKPETE,
He 3anncbiBaTb U He coobLaTk HUKOMY. ECnn ecTb NoA03peHne, YTO KTO-TO UX MOACMOTPEN, TO
cnenyeT UxX 3aMeHUTb (M CHOBaA 3aNOMHUTL). Co BCEMU OCTaslbHbIMU NAPOASAMUN O0JIXKEH paboTaTb
HaAéXXHbIN NapoJibHbIN MeHeaXXep.
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Mo>)XeT fin 4TOo-TO eLlé UCMoJsIb30BaTbCA KpoMe napona? Ha camom gene na. CoBpeMeHHas
MHOPMaLIMOHHasa 6e30MacHOCTb FOBOPUT O TPEx cnocobax NoATBEPXAEHUSA TOr0, YTO Thl 3TO Thl
— 3HaHuWe, BnageHue, NpusHakK. 3HaHMe 3TO KakK pa3 Naposb. Pa3bepémcsa ¢ AByMS OCTasibHbIMU.
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Ecnun 3HaHMe 3TOo TO, 4YTO Thbl 3HaELWb, TO BJlaAeHNEe 3TO TO, 4TO y Tebsa eCTb. 3To MOXeT bbITb
KapTa OocTyna, bpenok ang exona B cumctemy (¢ USB pa3zbéMoM Ha nogobue dnewkn),
MeXaHWYeCKNN KoY B KOHLE KOHLOB. LLIKoNbHas KapTa ANa Npoxo4a B LWKOJy 3TO Kak pas
BNnageHue. Kak n ko4 oT KBapTupsl. CywectsyeT cnocob Bxoda B CUCTEMY MPU MOMOLLM TaKomn
KapTo4dkm nnm USB-6penoka. N3 npenmyLiecTs — fa>ke NoaCMOTPEB, Kak BbIrNaanT 6penok,
KYMMB MOX0XXMNI, B CUCTEMY He BONAELWb. I3 HeagoCcTaTKoB — Bpesiok MoryT yKpacTb, ero MOXXHO
noTepsThb.
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Mpn3HaK 3TO TO, 4TO €CTb y NOJIb30BaTesNA. DTO ero BHELWHOCTb, rpyrna KPoBu, NanuiispHble
y30pbl Ha NasbLaX, PUCYHOK pady>XHon 060104KN 1 T.N. NpU3HaK Hesb3s NnepefaTb KOMY-TO, Kak
3TO MOXXHO cZieslaTb CO 3HaHMeM (rnaposieM) nnu BrageHmeM (Ka4oMm). HacTo nMpru3HaK CNOXHO
noppenatb. Hanbonee nonynspHbl NPU3HaKK, KOTOPble Cenvac NCMOJb3YIOTCA Kak 3aMeHa Nnaposiio
— oTnevyaTok nanbua (Hanpumep, Touch ID ang iPhone) n BHewHocTb (Hanpumep, Face ID ans
iPhone). PekoMeHayeTCs NCNOJIb30BaTh MPU3HaK TaM, rae oH nogaepXmnBaeTcs, T.K. OH NO3BOSSET
pe>ke NCrosib30BaTb MapoJib.
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O6bI4HO 3TO He 3aMeHa MapoJIto, a AOMOoJIHEHNE, T.€. UCNOoJIb30BaHNe BMecTe C rnaposiem nbo
npusHaka, nmbo BnageHusa, nMmbo 1 Toro 1 Opyroro.

2FA — pByxhakTopHasa aBTopmM3aL s — UCNosib3oBaHUe ABYyX cnocoboB NnoaTBEPKAEHNSA
NIMYHOCTN, Hampumep, Naposb 1 6penok goctyna. MFA — ncnonb3oBaHue Bcex Tpéx cnocobos
noaTBepXXaeHnsa nn4HocTun. MHorpga 2FA Toxxe Ha3biBatoT MFA.

YacTto noa 2FA/MFA nogpa3symMmeBatoT NoATBeEpXAeHue Bxoda no SMS. Ho aTo He coBceM rnpasga u
He CTOWUT A0BepsATb TaKoMy MeToAy. Bo-nepBbix, HOMep TenedoHa He NpuHaane Xt aboHeHTy
(ToNbKO 3aKpennéH 3a HMM). Bo-BTOpbIX, eCcTb crnocobbl nogaenaTb WK KIOHUPOBaTh SIM-KapTy,
NNV MornpocTy YKpacTb.
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Oka3blBaeTcs eCcTb U Takue. OgHopa3oBble naponun (OTP, one-time password) — naposu, KoTopble
paboTatloT ogunH pas. HekoTopble 6aHKM BblAAOT KMEHTaM KapTO4YKy C 04HOPa30BbIMY KOA4AMMU
(0B6bIYHO CKPbITBIMK NOA CTUPAEMLIM C/10eM). MNpu MOATBEPXKOEHNN Ba)KHOW onepaunn TpebyeTtcs
yKa3aTb NOMUMO 0BObIMHOIO Mapoisi paHee HENCMOJIb30BABLUMNCA KOA C TaKoM KapTo4ku (0BbI4YHO
cnenyouwmn No HoMepy). ITO O4eHb HAaAEXHbIN cNocob, ropa3ao HagéxHee SMS, HO TpebyeTcs
XPaHUTb KapTO4KYy B HaAEXXHOM MecCTe.

PaszsuTtnem OTP gsnsetca TOTP (time-based one-time password, oAHOpa30Bble NApPOJIN Ha OCHOBE
BpPEMEHN). DTO KpUNTOrpamn4ecKnin anropnTM, KOTopbln No3sonseT obonTucek 6e3 kapTodku. Mpu
co3gaHum TOTP chopMUpyeTCs KoY, KOTOPLIN NCMOJIb3YeTCa cneumasbHON NporpamMmon n
nepenaéTcsa Ha cepBep (Uan canT), Ha KOTopoM TpebyeTcsa nmoaTeep>xaeHmne exoas rno TOTP. Mpw
BXxone TpebyeTcs yKa3aTb BPEMEHHbIV MapoJsib, KOTOPbIN reHepupyeT NporpamMmma. naposib
DencTByeT orpaHn4yeHHoe BpeMs (06bi4HO 30 ceKyHA). ITOro A4OCTaTOYHO, YTOObI 3aM TN Ha CanT,
HO TaKOW YKpaAeHHbI Maposb hakTudeckn becnoneseH. Nlopa3no yaobHee OTP ¢ nnacTUKoBOM
KapTO4YKOWN. ICXOAHbIN K04 OO/DKEH XPaHUTbLCA B cekpeTe. PekoMeHayeTcsa ncnosb3soaTtb TOTP
BMecTo SMS, Tam, rae 3Tto nogaepxuaeTtca. Ansa pabotel ¢ TOTP pekoMeHOyeTCst yCTaHOBUTb

MPUJI0XKEHNE Ha CMapPTKOH.



https://ru.ruwiki.ru/w/index.php?title=Time-based_One-time_Password_Algorithm
https://kb.fallback.ru/books/programmnoe-obespecenie/page/dvuxfaktorania-avtorizaciia-s-2fas

